
IT SECURITY
Three tough nuts for quantum  
computers to crack

This is how artificially generated 
images reveal their true colours

Start-up: Ready for the new generation 
of mobile communications

Volume

Special Issue
2023# 33



 SHIELDED DATA   
   PROCESSING  
   IN THE  
      CLOUD

Interview

Using cloud services without 
running into trouble with the 
General Data Protection Re-

gulation – the company Edge-
less Systems makes it possible. 

Founder Dr. Felix Schuster 
reflects on the somewhat diffi-
cult entry into a new market.

It was just the two of them on a park bench – this is how Felix 
Schuster and Thomas Tendyck celebrated the launch of their 
company Edgeless Systems in the spring of 2020 during the 

coronavirus lockdown. A good two years later, they have a 
team of 15, high-profile customers and a prestigious company 
headquarters in Bochum. Still, the start was not always easy, 
as Felix Schuster recounts in an interview.

Mr. Schuster, you understand how to use cloud applica-
tions, for example in the USA, without coming into con-
flict	with	the	General	Data	Protection	Regulation	(GDPR).	
What exactly do you offer your customers?
We programme software for secure cloud computing – the 
marketing term is confidential computing. The fundamen-
tal problem with cloud computing is that data is usually 
pro cessed in plain text. This means that employees of cloud 
providers or authorities may be able to access it. As a result, 
companies from the EU can’t use these cloud services, which 
are mostly based in the USA.

We make sure that you can use the cloud like your own 
computer. The reason why this is possible is that, for almost 
ten years now, processor manufacturers have been building 
functions into the hardware that allow data to be processed 
in encrypted form. Prior to that, data could be encrypted dur-
ing transport and on the hard disk, but had to be decrypted 32
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   EDGELESS SYSTEMS
The two founders of Edgeless Systems met 
while studying at Ruhr University Bochum. 
They laid the groundwork for their start-up with 
the support of the start-up incubator Cube 5. 
Cube 5 is based at the Horst Görtz Institute for 
IT Security and the Faculty of Computer Sci-
ence at Ruhr University and is part of the World-
factory Start-up Centre. The company currently 
has 15 employees, ten of them full-time. The 
founders are looking to recruit new staff, pref-
erably from Ruhr University, where most of the 
current members of staff had studied.

▶

for processing. With our software, we ensure that the data re-
mains encrypted at all times, and that this fact can be verified. 
The processor issues a certificate confirming what has been 
done with the data and that it hasn’t been decrypted at any 
time.

For	which	type	of	applications	is	this	significant?
A typical scenario is that a company has an application run-
ning locally, but wants to move it to the cloud in order to save 
resources. An example of this would be personnel manage-
ment software. This involves personal data that requires high 
levels of protection. Or an example from our practice: our part-
ner Bosch collects data from smart cars. Here, we are talking 
about intellectual property, and pictures of passers-by can also 
be involved. The cloud hardware facilitates the shielding and 
encrypted processing of this data, so to speak. But since that 
doesn’t work on its own, it needs software like ours.

Can every customer then use these functions quite easily 
or do you need to bring in people with IT expertise?
Our programme is based on Kubernetes, a very common ap-
plication in clouds, which is usually already in use at the cus-
tomer’s organisation. The basic features are therefore often 
known to the users. But there has to be someone on site who 
knows the ropes.

You started out by offering your software free of charge 
and	as	an	open	source.	How	can	you	finance	yourself	on	
that basis?
Currently, it’s pretty much common practice to offer a kind of 
extended free trial version to begin with. Obviously, you run 
the risk that users will be satisfied with it and stick with it, or 
that the competition will copy the programme. But the advan-
tage is that you have a very low-threshold offer for potential 
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customers. The first step has already been taken, and maybe 
the customer will come back to us to purchase an enterprise 
version.

In a market as new as ours, this is a good way to see  
where customers stand. It also helps to identify and acquire 
new clients. A year after the first free offer, we received many 
attractive requests. Unlike in the US, however, this business 
model is rather uncommon here, and you’re met with incom-
prehension. But we’ve been much better received by investors.

Seeing that the market is still so young, is there any com-
petition to speak of?
Yes, there’s a lot of competition actually, especially in the 
USA. But our product is the most mature. The market just 
has to figure that out. Currently, very few customers know 
what secure cloud computing is – they may be aware of their 
problem, but they don’t know the solution. There’s still a lot of 
explaining to do.

Doesn’t the GDPR play into your hands?
It can definitely be a driving factor. With this in mind, we 
would also like to cooperate more with European cloud pro-
viders. We would then be able to develop a service on the pro-
vider’s side, and the customers wouldn’t have to do anything 
themselves, but could simply be sure that their data is pro-
tected.

 CURRENTLY, 
VERY FEW  

CUSTOMERS KNOW 
WHAT SECURE 

CLOUD COMPUTING 
IS.  

Felix Schuster

The company programs 
software for secure cloud 

computing.
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Let’s go back to the beginnings of Edgeless Systems: 
was it always your wish to start your own business?
I already wanted to start a software company when I was still 
at school. During my studies, I worked in a small company, 
and that’s when the wish solidified. One of my main reasons 
to pursue a PhD was to search for exciting technologies as a 
basis for starting up a company.

What does your typical workday look like today?
Well, I’m no longer involved in the technical side of things. 
They are the domain of my co-founder Thomas Tendyck. I 
still take care of the product vision and parts of the archi-
tecture. Other core tasks include public relations, customer 
acquisition, staff recruitment and the acquisition of investor 
funds. In addition, there are many other minor tasks relating 
to human resources, operations and finances.

Have you ever regretted the start-up?
I have at times – there are always ups and downs. But in gen-
eral it was a good decision. It’s a lot of fun, though very stress-
ful. I have learned to handle it.

If you could look into the crystal ball and get a glimpse of 
the	next	five	years,	what	would	you	like	to	see?
As an enterprise, we’re still in the phase of optimising the 
product market fit – which is perfect if, for example, you can 
offer a vaccine during a pandemic, so you have exactly the 
product that the market is demanding at the moment. We’re 

currently trying to achieve this fit. We’re learning a lot. We 
want to become the platform for highly secure cloud comput-
ing.

In five years, we should have scaled our business model 
and have over 100 employees. Looking still further into the 
future, we should be ready for an IPO or a sale of the company. 
These are the two goals for venture-backed companies like us.

Which advice would you give yourself if you could go 
back two years?
We started out with a fairly engineering mindset and got  
bogged down in some areas in order to minimise the risk. 
Looking back, I’d say we should have taken more risks at an 
earlier stage and accepted the possibility of failure. And: this 
is an exciting but also a difficult market. Next time, I’d choose 
a market that is already somewhat more developed.

That sounds like you’d consider another start-up after a 
possible sale of your company?
Definitely. But maybe after taking some time off first.

text: md, photos: ms

The team currently 
consists of 15 employees 
and is supposed to grow 
in the future.
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EDITOR’S DEADLINE

The rabbits in the CASA Universe 

are startled: the seemingly well-se-

cured access to Rabbit Mark’s carrot 

stash has been hacked and all winter 

supplies have been stolen. The brave 

bunny Betty then starts looking for 

support at the nearby CASA Hub C – a 

mysterious place that is supposed to 

hold solutions for digital security. Thus 

begins the adventure of Betty the bun-

ny, the protagonist of the first science 

comic from the Cluster of Excellence 

CASA. Along with Betty, the readers ex-

plore the Research Hub and learn about 

the research priorities and challenges 

that the scientists in the Research Hub C “Secure 

Systems” deal with on a daily basis. Find out how 

to read this and more CASA comics at no cost at: 

 ì casa.rub.de/en/outreach/science-comics

Answers  

DEEP FAKE-QUIZ

The following faces 

are real:

1a, 2a, 3b, 4a, 5b, 6a
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