RUHR-UNIVERSITAT BOCHUM

RUBIN

SCIENCEMAGAZINE

SPECIAL ISSUE




Secret services want to know as much as possible. For

example, they try to circumvent data encryption. This

can cause collateral damage, warn Bochum researchers.

ntentional vulnerabilities in encryption algorithms seem

tempting to secret services and law enforcement agencies

alike — after all, they allow supposedly secure information
to be read. Professor Gregor Leander and Dr. Christof Beier-
le from the Chair of Symmetric Cryptography and Dr. David
Rupprecht from the Chair of System Security discuss the
sense and nonsense of such backdoors and describe a very
long-lasting example of such a gap. Together with internatio
al colleagues, they showed that current smartphones stil
the insecure mobile phone encryption GEA-1 insta
been around since the 1990s, and according g

ds, it should have disappearcds




ntervie

SECURITY WITH AN

IN-BUILT VULNERABILI




The former weak-
nesses of cryptogra-
phy are now known,
and the procedures
have become more
public.



CRIMINALS
DON'T CARE

THAT CRYPTO-
GRAPHY IS
FORBIDDEN.

David Rupprecht
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EDITOR'S DEADLINE

The rabbits in the CASA Universe
are startled: the seemingly well-se-
cured access to Rabbit Mark’s carrot
stash has been hacked and all winter
supplies have been stolen. The brave
bunny Betty then starts looking for
support at the nearby CASAHub C-a
mysterious place that is supposed to
hold solutions for digital security. Thus
begins the adventure of Betty the bun-
ny, the protagonist of the first science
comic from the Cluster of Excellence
CASA. Along with Betty, the readers ex-
plore the Research Hub and learn about
the research priorities and challenges
that the scientists in the Research Hub C “Secure
Systems” deal with on a daily basis. Find out how

to read this and more CASA comics at no cost at:

casa.rub.de/enjoutreach/science-comics
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